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Data breach management policy 

[5]  The overarching purpose of a data breach management policy is to establish a framework (ie 
policies, systems, controls and personnel) within which to prepare for and manage data breach 
incidents (for other key objectives, see [4]). Procedural aspects of managing a data breach incident 
should be covered in a data breach response plan. 

Checklist and guidance 

[6]  A checklist of key issues to address when developing a data breach management policy (“DBM 
Policy”) is set out below. A sample DBM Policy is set out at [7]. 

CHECKLIST 

Data Breach Management Policy 

Item Guidance 

Purposes As is standard for any policy, the DBM Policy should state its purposes.  

Typically, these will be, for example: 
 to establish a data breach response framework (eg policies, systems, controls and

personnel) within which to prepare for and manage data breach incidents; 
 to set out high-level objectives for the data breach response process;
 to define relevant personnel roles, responsibilities and powers.

Scope of policy The scope of the policy (eg the types of information and personnel to which it will apply) 
can be established and controlled through the meaning of key terms in the definitions 
section of the policy. For example: 

 “Protected data” – This should define the categories of information to be covered
and protected by the policy. Generally, it should include all personal information 
held or controlled by the entity (this being the category of data that is regulated by 
data privacy laws). However, the scope of the definition can be adjusted to 
encompass whatever categories of data the entity seeks to protect under the 
policy. For example, it can be broadened to protect categories of data that do not 
include personal information and which are specified in the entity’s data security 
framework (eg confidential data), or narrowed to exclude a category of personal 
information (eg a category that is exempt under privacy legislation or a mandatory 
data breach reporting scheme). 

 “Data breach” – A broad definition of the term should be adopted in conjunction
with demonstrative examples (see the sample definition in the sample DBM Policy 
at [7]; for commentary on what constitutes a data breach, see [2]). Among other 
things, the definition should be restricted to encompass only incidents relating to 
“protected data” (as defined by the policy). 

 “Personnel” to whom the policy applies – This should include all persons
(including employees, officers, servants, agents, licensors and contractors) who 
have access to the relevant “protected data” held or controlled by the entity. 

 “Personal information” – The definition of “protected data” will invariably need to
refer to “personal information”, this being the category of information protected by 
the Privacy Act 1988 (Cth) (or equivalent regulating statute). For consistency, the 
term should be defined to have the same meaning as that contained in the 
relevant Act, either via replication in the policy of the definition (see the definition 
in the sample DBM Policy at [7]) or a cross-reference to it in the policy. 
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Data breach 
response team 

A data breach response team (“Response Team”) should be established with 
responsibility for investigating and managing data breach incidents. The team should be 
comprised of a cross-section of relevant senior personnel with the required skills, 
expertise, training and authority to facilitate the team’s functions and operations. 

For large entities, it will be appropriate for the objectives, scope of functions (eg 
information systems covered), authorities (eg investigative and information gathering 
powers), roles and responsibilities of the Response Team to be detailed in a separate 
Data Breach Response Team Charter. 

Given the potential for data breach incidents to have a major impact on business 
operations and business continuity, the Response Team should comprise at least one of 
the entity’s executive management team members in order to ensure a direct line of 
communication with, and the engagement and involvement of, the executive team. A 
natural selection would be the entity’s Privacy Officer (or Chief Information Officer) if he or 
she is also a member of the executive management team. 
A Response Team might, for example, typically comprise the following officers with the 
functions indicated:  

 Privacy Officer (or equivalent office-holder) – to act as Response Team leader; to
supervise team members; to provide privacy expertise; to determine which
breaches require the Response Team to be activated; to manage the response
strategy and implementation; to liaise with the executive management team.

 General Counsel – to provide legal and business advice; to manage external
counsel; to communicate with regulatory and other authorities; to draft and vet
incident-related documents (eg data breach notification statement).

 Risk/Audit Manager – to advise on risks and response measures; to communicate
with insurers.

 IT Manager – to advise on IT security issues; to investigate breaches relating to IT
systems; to implement IT response measures; to capture and preserve digital
evidence; to liaise with computer forensic analysts; to provide staff training on IT
security.

 Records Manager – to advise on security of hardcopy records; to investigate
breaches involving hardcopy records; to implement security measures for
hardcopy records.

 Corporate Security Manager – to advise on physical security issues; to investigate
physical security breaches; to implement physical security measures.

 HR Manager – to manage internal communications with workers; to take
disciplinary action.

 Customer Services Manager – to manage incoming and outgoing customer
communications relating to data breaches.

 Communications/PR Manager – to develop and implement a communications plan
(including PR strategy); to manage communications with all relevant audiences; to
monitor any media coverage and public discussions of the incident; to
communicate with the media; to develop and vet public statements and
documents concerning the breach.

An alternate officer for each member should be appointed to undertake the member’s role 
in the event that he or she is not available to act. 

Register of data 
breach regulatory 
compliance 
obligations 

A register of data breach regulatory compliance obligations to monitor obligations relating 
to data breaches arising under all laws, codes and standards (domestic and foreign) 
applicable to the entity should be maintained. Importantly, laws in some jurisdictions apply 
based on where affected individuals reside rather than where the entity is located (eg the 
EU General Data Protection Regulation (“GDPR (EU)”)). Entities must, therefore, review 
compliance obligations accordingly. 

The register should list the relevant authorities and bodies that may need to be contacted 
or notified about a breach pursuant to such obligations and any deadlines (eg for 
notification) that apply.  

In the event of a data breach incident, the register will facilitate prompt identification of 
compliance obligations (particularly important where mandatory data breach notification 
schemes impose brief time limits for notifying the relevant data protection authority of the 
breach, eg 72 hours pursuant to Art 33 of the GDPR (EU)). 
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For Australian organisations, data breach compliance obligations that may commonly 
arise and be recorded in the register include, for example, those under: 

 the mandatory data breach notification scheme under the Privacy Act 1988 (Cth)
(for guidance on this scheme, see Data Breach Notification Scheme: Guide & 
Toolkit (Presidian Legal Publications, 2018)); 

 the mandatory data breach notification scheme under the My Health Records Act
2012 (Cth); 

 continuous disclosure requirements under the Corporations Act and the ASX
Listing Rules, which require notification of non-public information that may have an 
effect on share values; 

 the mandatory data breach notification scheme under the GDPR (EU);
 mandatory data breach notification schemes under US State laws.

Register of data 
breach 
contractual 
obligations 

A register of data breach contractual obligations that the entity has in relation to data 
breach incidents should be developed and maintained in order to enable prompt 
identification of such obligations in the event of a breach. 

Such obligations could, for example, arise pursuant to: 
 service provider agreements (eg with credit card companies who require

notification of incidents relating to cardholder data or insurers who require 
notification to preserve insurance coverage); 

 client agreements;
 partner agreements;
 funding agreements (eg for a government or research grant); or
 joint-venture agreements.

Register of data 
breach service 
providers 

A register of consultants and other service providers approved for engagement in the 
event of a data breach incident (eg lawyers, IT experts, computer forensic specialists, PR 
firms, crisis management firms, call centres etc) should be maintained in case specialist 
expertise or services are required in the event of a breach. This will enable these pre-
vetted service providers to be engaged promptly during an incident. 

Prior to inclusion, the service providers should be required to undergo standard vendor 
selection processes.  

Any additional specific requirements could be stated in the policy. For example, as part of 
these processes, the service providers may, in particular, be required to demonstrate: 

 established skills and expertise, and prior experience, in handling data breach
incidents; and 

 an ability to scale rapidly in the event that the scope of the incident increases
rapidly. 

Data inventory An entity should maintain a data inventory of the types of personal data (“data sets”) it 
holds and how they are handled (eg uses, disclosures, how it is stored and secured etc). 
A data inventory is usually prepared as part of a broader privacy compliance framework 
as it is a necessary tool for structured and controlled data management. If an inventory is 
not already being maintained, the entity’s privacy compliance framework should be 
amended accordingly to require one to be developed. 

For data breach management purposes, relevant fields of information contained in the 
data inventory in relation to each data set will include: 

 what personal information it contains;
 where and how it is stored (eg on the network, on a portable storage device or in a

filing cabinet); and
 how it is secured (eg encryption, physical locks).

In the event of a breach, this information will enable prompt assessment of what data is 
concerned by the breach, the likelihood of it being compromised and measures that can 
be taken to protect it. 
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Contracts The policy should require that the terms of agreements that the entity enters into with 
other persons, including both service providers (who hold or access data on the entity’s 
behalf, eg data centres, cloud providers, IT contractors, software developers and auditors) 
and clients (on behalf of whom the entity holds data), be vetted during the procurement 
(or contract renewal) process to ensure that they appropriately address matters relating to 
data breach incidents. Similarly, existing contracts should be reviewed and amended 
accordingly if possible and appropriate. 

Issues that may need to be addressed in service provider agreements (many of which 
may also be relevant to address in agreements with clients from the perspective that the 
entity concerned is, for example, the service provider to the client) include, for example: 

 requiring the service provider to have in place an appropriate data breach incident
management framework (eg to protect the entity’s information, and affected
individuals’ interests, in the event that the service provider suffers a breach);

 notification to the other party of any data breach suffered, regardless of whether it
concerns the other party’s data (as it may be desirable to know if the party has
suffered a breach, regardless of whose data is affected);

 obligations to promptly contain and remediate the breach (eg must block access to
the other party’s data within one hour of becoming aware of the breach);

 obligations to respond to reasonable directions of the other party, or to take
measures required by it, aimed at containing and remediating the breach;

 whether the parties will coordinate their incident responses and, if so, the
responsibilities of each party in this regard;

 which party will be responsible for managing any notifications and
communications with third-parties about the breach (eg the out-sourcing entity
may wish to retain exclusive control over this in order to be able to manage public
relations in view of the potential impact of the incident on its brand and
reputation);

 rendering of assistance to investigate a breach (eg provision of access and activity
logs);

 reports that must be provided to the other party about the incident (eg a report
about the causes and response measures being, or to be, taken following
investigation of the incident);

 whether there will be voluntary notification of affected individuals in the event of a
breach;

[INTENTIONALLY BLANK - NOT PART OF PREVIEW]

[NOT PART OF PREVIEW]
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Sample policy 

[7] A sample DBM Policy is set out below. It provides a starting point for entities to develop DBM 
Plans relevant to their circumstances. The provisions should be adapted to suit the specific structures, 
policies, requirements and other relevant circumstances of the entity concerned. 

SAMPLE POLICY 

Data Breach Management Policy 

1. Purposes

The objectives of this policy are to:

a. establish a data breach response framework (eg policies, systems, controls and personnel) for
preparing for and managing data breach incidents;

b. set out high-level objectives for the data breach response process; and
c. define relevant personnel roles, responsibilities and powers.

2. Definitions and interpretation

In this policy the following terms have the meanings indicated below.

“Data breach” has the meaning given in clause 3 of this policy.

“Data Breach Communications Team” means the team established under clause 14.1 of this policy.
“Data Breach Management Policy” means this policy.

“Data Breach Response Plan” means the plan established under clause 13 of this policy.

“Entity” means ABC Corporation Pty Ltd being the organisation to which this policy applies.

“Personal information” is information about an identified individual, or an individual who is reasonably
identifiable.

“Personnel” means any person who accesses personal information held or controlled by the Entity,
including without limitation employees, officers, servants, agents, licensors and contractors of the Entity.

“Protected data” means personal information held or controlled by the Entity regardless of format or
storage medium.

[INTENTIONALLY BLANK - NOT PART OF PREVIEW][NOT PART OF PREVIEW]
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“Response Team” means the data breach response team established under clause 5 of this policy. 

3. What is a “data breach”?

A “data breach” occurs when protected data held or controlled by the Entity is accidentally or
intentionally:

a. lost;

b. subjected to unauthorised access, modification, disclosure; or

c. subjected to other misuse or interference.

Data breaches may arise as a result of: 
a. malicious acts – for example:

i. a cyber-attack by a third party (eg via hacking, malware, virus or phishing attacks), resulting in
unauthorised access to a network and copying of files (eg for corporate espionage, theft or
ransom purposes);

ii. an unauthorised third party obtaining an employee’s network login details and using them to
access and steal records;

iii. privilege abuse by an employee, resulting in unauthorised disclosure or modification of files
(eg for financial gain or due to workplace grievances);

iv. theft of laptops, USB flash-drives or hardcopy files by an employee or a third party;
b. accidental acts (eg a result of human error, carelessness or negligence) – for example:

i. loss of laptops, portable storage devices or hardcopy records;

ii. emailing documents without encryption;

iii. emailing or mailing documents to the wrong person;

iv. misconfiguration of website settings resulting in accidental unrestricted online publication; or

v. accidental inclusion of personal data in a report published online;
c. a failure in information management systems – for example:

i. data security software failures;

ii. failure to develop and apply sufficient protection measures;

iii. secure-document destruction service providers failing to destroy data securely.

4. To whom and what information does this policy apply?

This policy applies:

a. to all personnel; and

b. in relation to all protected data.

5. Data Breach Response Team

5.1 A Data Breach Response Team is to be established and maintained with responsibility for investigating 
and managing Data Breach incidents. 

5.2 The Response Team is to be comprised of the office holders, and with the responsibilities, indicated in 
Appendix A. If a team member is not available to act, the corresponding alternate officer indicated in 
Appendix A is to perform the role until the primary team member becomes available. 

5.3 The Response Team shall have authority to investigate and require any information or records from any 
personnel regarding any matter relating to a data breach incident (including without limitation relating to 
any information management system on which protected data is stored or controlled). 

6. Registers

The registers indicated below are to be maintained in order to enable prompt identification of the matters
covered by the registers in the event of a data breach to facilitate a rapid incident response.

a.

b. Register of data breach contractual obligations – to monitor obligations relating to data breaches

Register of data breach regulatory compliance obligations – to monitor regulatory compliance
obligations relating to data breaches arising under all laws, codes and standards (domestic and
foreign), including a list of authorities and bodies that may need to be contacted or notified about
the breach and any associated deadlines. The register is to be in the form set out in Appendix B.
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APPENDIX A 

Data Breach Response Team 

Team member Responsibilities Alternate officer

Privacy Officer > to act as Response Team leader 
> to supervise team members 
> to provide privacy expertise 
> to determine which breaches require the Response Team  
> to be activated 
> to manage the response strategy and implementation 
> to liaise with the executive management team 

Deputy Privacy 
Officer 

General 
Counsel 

> to provide legal and business advice on incident issues 
> to manage external counsel 
> to communicate with regulatory and other authorities 
> to draft and vet incident-related documents 
> to engage and be the sole point of contact for all service 
   providers relating to the incident 

Deputy General 
Counsel 

Risk Manager > to advise on risks and responsive measures 
> to communicate with insurers 

Deputy Risk 
Manager 

IT Manager > to advise on IT security issues 
> to investigate breaches relating to IT systems 
> to implement IT response measures 
> to capture and preserve digital evidence 
> to liaise with computer forensic analysts 
> to provide staff training on IT security 

Deputy IT 
Manager 

Records 
Manager 

> to advise on security of hardcopy records 
> to investigate breaches involving hardcopy records 

Deputy Records 
Manager 

[INTENTIONALLY BLANK - NOT PART OF PREVIEW]
[NOT PART OF PREVIEW]
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> to implement security measures for hardcopy records

Corporate 
Security 
Manager 

> to advise on physical security issues 
> to investigate physical security breaches 
> to implement physical security measures 

Deputy 
Corporate 
Security 
Manager 

HR Manager > to manage internal communications with workers 
> to take disciplinary action 

Deputy HR 
Manager 

Customer 
Services 
Manager 

> to manage incoming and outgoing customer  
   communications 

Deputy 
Customer 
Services 
Manager 

Communication
s Manager 

> to develop and implement a communications plan 
> to manage communications with all relevant audiences 
> to monitor any media coverage and public discussions of  
   the incident 
> to communicate with the media 
> to develop and vet public statements and documents  
   concerning the breach

Deputy 
Communications 
Manager 

APPENDIX B 

Register of Data Breach Regulatory Compliance Obligations 

Statute/Code/Standard Summary of 
obligations 

Relevance to entity Responsible officer 

APPENDIX C 

Register of Data Breach Contractual Obligations 

Counter party Category of agreement Summary of 
obligations

Responsible officer 

APPENDIX D 

Register of Data Breach Service Providers 

Service provider Category of services Contact person Contact details 
Legal 
IT security 
Computer forensics
Public relations 
Crisis management 
Call centre 

[NOT PART OF PREVIEW]
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Data breach response plan 

Introduction 

[8]  A data breach response plan (“DBR Plan”) should be developed pursuant to, and supplement, a 
data breach management policy. It should form an integral part of an entity’s information security 
framework in order to ensure that any actual or suspected data breach incident is promptly reported, 
investigated and resolved.  
 A data breach response plan should encompass, among other things, obligations under mandatory 
data breach notification schemes, such as the data breach notification scheme (“DNB Scheme”) 
under Part IIIC of the Privacy Act 1988 (Cth). Processes for DBN Scheme compliance (for guidance, 
see Data Breach Notification Scheme: Guide & Toolkit (Presidian Legal Publications, 2018)) should fit 
seamlessly within an entity’s DBR Plan at the “notification” stage in order to ensure that the scheme 
requirements are addressed as part of the entity’s response to an incident. 
 A DBR Plan is concerned primarily with how an entity responds to, and manages, an incident once it 
has occurred. As such, it focuses on post-breach response measures (although, reviews conducted 
pursuant to a response plan may well lead to improvements in data security measures). As such, its 
primary concern is not with pre-breach security measures aimed at preventing incidents from 
occurring as this is the purview of an information security policy. Accordingly, the objectives of a DBR 
Plan should remain focused on incident response measures. Many plans fail to do this, confusing 
their purpose with that of information security policies to address (usually in an inadequate ad hoc 
manner) measures to prevent breaches from occurring. If, in developing the plan, an entity finds that it 
has inadequate information security measures in place to prevent data breaches from occurring, this 
should be addressed separately through an information security audit within the context of its broader 
information security framework. 

Checklist and guidance 

[9]  A checklist of key issues to address when developing a data breach response plan (“DBR Plan”) 
is set out below. A sample DBR Plan is set out at [10]. 

CHECKLIST 

Data Breach Response Plan 

Item Guidance 

Objectives As is standard for any procedures, the plan should state its purposes.  

Typically, these will be, for example: 
 to establish procedures (including decision-making criteria) for managing data

breach incidents in a standardised manner within the framework established by the 
data breach management policy (“DBM Policy”); 

 to ensure the response process results in compliance with legal obligations
(including any mandatory notification schemes), best practice standards and good 
privacy practices. 

It may be convenient to note in the context of the objectives: 
 that the plan supplements the entity’s DBM Policy;
 that steps set out in the plan may be undertaken either simultaneously or in a

different sequence, as appropriate in the circumstances (eg when the cause of an
incident is determined, it may be appropriate to progress immediately to elimination
of the vulnerability and then to address other steps, such as investigation).

Scope of plan The scope of the DBR Plan (eg the types of information and personnel to which it applies) 
can be established and controlled through the meaning of key terms in the definitions 
section of the plan.  

Such key terms include “protected data”, “data breach”, “personnel” and “personal 
information” (for commentary on these terms, see [6]). For consistency, these terms should 
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have the same meaning as defined in the DBM Policy. For convenience of personnel when 
referring to the plan provisions, the definitions can be duplicated in the plan (as opposed to 
referring to the definitions contained in the DBM Policy). 

Incident 
reporting 

The plan must establish clear procedures for personnel to report data breach incidents. 
These should cover matters such as: 

 which incidents must be reported (eg actual, suspected and potential data
breaches);

 information that must be included in reports (reporting forms should be included in
appendices);

 details to be included in reports (see below);
 reporting lines (ie to whom incidents are to be reported and escalated);
 report tracking to ensure reports are received and actioned;
 any information security classifications to be allocated to communications and

reports (eg highly confidential).
The plan should set out the form (eg in an appendix) in which a report must be provided in 
order to ensure all relevant details are supplied (for a sample form specifying relevant 
criteria, see the Data Breach Incident Alert form in Appendix A of the sample DBR Plan at 
[10]). 

It will often be appropriate for reports to initially be sent to a line manager who will act as 
first-responder to assess the incident (eg Information Systems Manager or Records 
Manager). If electronic and hardcopy records are managed by separate officers, the 
procedures may need to require incident alerts to be sent to the relevant officer according 
to the format of documents or data concerned. Following assessment, the officer will, for 
example, either resolve the incident or escalate it to the Data Breach Response Team 
(“Response Team”) for resolution. 

As noted in the DBM Policy guidance, incident reports should be sent simultaneously to 
primary and alternate reporting-points to ensure that, if the officer at the primary reporting-
point is not available, the report is received and actioned by the officer at the alternate 
reporting-point. When determining reporting points, the volume of incident reports likely to 
be sent (which will vary significantly between entities depending on factors such as size, 
the strength of data security measures and the nature of operations) should be considered 
to ensure that the receiving officer or officers are able to cope with anticipated workloads 
and are able to act immediately upon receipt of reports. 

For clarity, the procedures should expressly state that they apply equally to IT staff when 
receiving automated security alerts to ensure that incidents are reported and handled in 
accordance with the DBR Plan (which addresses privacy and regulatory compliance issues 
that extend beyond just data security concerns). IT staff must not treat data breach 
incidents solely as an IT issue and resolve them internally within the IT division without the 
involvement of relevant personnel outside that division, such as Response Team 
members. 

Where the nature of a breach could mean that relevant communication channels have 
been compromised (eg a network has been hacked), personnel should be required to use 
alternative secure communications channels, pending authorisation to resume use of the 
channels from a relevant responsible officer (eg IT Manager). 

Confirmation or 
denial of breach 

An assessment should be conducted immediately to confirm or deny the breach. The plan 
should specify: 

 who is to conduct the assessment; and
 the elements to be reviewed in order to establish whether the breach has occurred

(this should include each element that is required to be reported in the initial
incident report).

Once these elements have been investigated and established, the assessing officer should 
confirm or deny the breach. 

If the breach is denied, the plan should specify procedures for closing the case (see the 
procedures and Data Breach Incident Report (Denial of Breach) reporting form set out in
the sample DBR Plan at [10] under clause 6 and Appendix B respectively). 

[NOT PART OF PREVIEW]
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Sample plan 

[10] A sample data breach response plan (“DBR Plan”) is set out below. It provides a starting point for 
entities to develop DBR Plans relevant to their circumstances. The provisions should be adapted to 
suit the specific structures, policies, requirements and other relevant circumstances of the entity 
concerned. 

SAMPLE PLAN 

Data Breach Response Plan 

1. Purposes

1.1 The objectives of this policy are: 

a. to establish procedures and decision-making criteria for managing data breach incidents in a
standardised manner; and 

b. to ensure the response is in compliance with legal requirements under the Privacy Act 1988 (Cth)
and good privacy practices. 

2. Definitions and interpretation

In this plan, any term that is defined in the Data Breach Management Policy has the same meaning as
in that policy.

3. What is a “data breach”?

A “data breach” occurs when Protected Data held or controlled by the Entity is accidentally or
intentionally:

a. lost;
b. subjected to unauthorised access, modification, disclosure; or

c. subjected to other misuse or interference.

Data breaches may arise as a result of: 

a. malicious acts – for example:

i. a cyber-attack by a third party (eg via hacking, malware, virus or phishing attacks), resulting
in unauthorised access to a network and copying of files (eg for corporate espionage, theft or
ransom purposes);

ii. an unauthorised third party obtaining an employee’s network login details and using them to
access and steal records;

iii. privilege abuse by an employee, resulting in unauthorised disclosure or modification of files
(eg for financial gain or due to workplace grievances);

iv. theft of laptops, USB flash-drives or hardcopy files by an employee or a third party;

b. accidental acts (eg a result of human error, carelessness or negligence) – for example:

i. loss of laptops, portable storage devices or hardcopy records;

ii. emailing documents without encryption;
iii. emailing or mailing documents to the wrong person;

iv. misconfiguration of website settings resulting in accidental unrestricted online publication; or

v. accidental inclusion of personal data in a report published online;

c. a failure in information management systems – for example:

i. data security software failures;
ii. failure to develop and apply sufficient protection measures;

iii. secure-document destruction service providers failing to destroy data securely.
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4. To whom and what information does this policy apply?

This policy applies:

a. to all personnel; and

b. in relation to all protected data.

5. Incident reporting

5.1 Any person (“Reporting Officer”) becoming aware of an actual, potential or suspected data breach 
(including IT staff via any means, eg automated network security alerts) must immediately report the 
incident as follows: 

a. primary reporting point – to the Records Manager via both of the following means:

i. email to rec.man@entity.com.au in the Data Breach Incident Alert form set out in
Appendix A; and

ii. text to 0400 123 456 with the message “URGENT - Data security breach. Check email.”; and

b. alternate reporting point – to the Deputy Records Manager via both of the following means:

i. courtesy-copy (CC) the email to dep.rec.man@entity.com.au; and

ii. text to 0400 456 789 with the message “URGENT - Data security breach. Check email.”.

5.2 The Records Manager must immediately confirm receipt of the report via “reply all” email and action it 
immediately. If no such confirmation is sent within two business hours, the Deputy Records Manager 
must immediately attempt to contact the Records Manager every 30 minutes. If the Records Manager is 
not able to be contacted within 3 attempts, the Deputy Records Manager is to immediately assume the 
role of the Records Manager under this plan until the Records Manager is available to act. 

5.3 Where the nature of a breach could mean that relevant communication channels have been 
compromised (eg a network has been hacked), personnel must use alternative secure communications 
channels to report and communicate regarding incidents, pending authorisation to resume use of the 
channels from the IT Manager. 

6 Confirmation or denial of breach 

6.1 Upon receiving an incident report, the Records Manager must immediately conduct an assessment in 
order to confirm or deny the breach. In order to make this assessment, the Records Manager must 
investigate and establish each element of information that is required to be reported in the Data Breach 
Incident Alert report (set out in Appendix A). 

6.2 If the breach is denied, the case is to be closed as follows: 

a. the Records Manager is to complete a Data Breach Incident Report (Denial of Breach) in the form
set out in Appendix B; 

b. the report is to be emailed to the Deputy Records Manager;

c. the case is to be independently reviewed by the Deputy Records Manager and:

i. if he or she confirms the denial – he or she must complete the “Decision Review” section of
the report accordingly and email the report to the Records Manager for record keeping;

ii. if he or she disagrees with the Record Manager’s finding – he or she must complete the
“Decision Review” section of the report accordingly and email the report to the Response
Team leader at privacy.officer@entity.com.au for resolution (and courtesy copy the Deputy
Privacy Officer at dpo@entity.com.au).

d. The Response Team leader must immediately confirm receipt of the report via “reply all” email
and immediately re-conduct the preliminary assessment as though he or she were in the place of
the Records Manager. If no such confirmation is sent within one business day, the Deputy Privacy
Officer must immediately attempt to contact the Response Team leader every two hours. If the
Response Team leader is not able to be contacted within three attempts, the Deputy Privacy
Officer is to immediately assume the role of the Response Team leader under this plan until the
Response Team leader is available to act.

7. Containment

7.1 If the breach is confirmed, the Records Manager must take steps immediately (and no longer than 24 
hours after receipt of the initial breach report) to contain the breach to the extent possible in order to 
prevent its scope and impact from increasing. Examples of measures that may be taken to contain a 
breach include: 

[NOT PART OF PREVIEW]
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--- APPENDICIES --- 

APPENDIX A 

Data Breach Incident Alert 

REPORTING OFFICER DETAILS 

a. Full name – [insert]

b. Position – [insert]

c. Phone – [insert]

d. Email – [insert]

INCIDENT DETAILS 

a. Date and time breach identified – [insert]

b. Date and time breach occurred – [insert]

c. Whether breach is continuing – [insert]

d. Place of breach – [insert]

e. Records/files/systems/assets compromised (including volume) – [insert]

f. Data sets concerned (eg policy applications, customer payment details) – [insert]
g. Security classification of data concerned (ie public, confidential) – [insert]

h. How breach occurred – [insert]

i. Whether breach appears malicious or accidental – [insert]

j. Unauthorised persons who have accessed data (if known) – [insert]

k. How breach was discovered – [insert]

l. Categories (eg customers, employees) and number of individuals:
i. affected – [insert]

ii. at risk of harm – [insert]

m. Security measures protecting data concerned (eg encryption) – [insert]

APPENDIX B 

Data Breach Incident Report 

(Denial of Breach) 

REVIEWING OFFICER DETAILS 

a. Full name – [insert]
b. Position – [insert]

c. Phone – [insert]

d. Email – [insert]

DETAILS OF REPORTED INCIDENT (FOLLOWING INVESTIGATION) 

a. Date and time incident identified – [insert]

b. Date and time incident occurred – [insert]
c. Whether incident is continuing – [insert]

d. Place of incident – [insert]

e. Records/files/systems/assets compromised (including volume) – [insert]
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f. Data sets concerned (eg policy applications, customer payment details) – [insert]

g. Security classification of data concerned (ie public, confidential) – [insert]

h. How incident occurred – [insert]

i. Whether incident appears malicious or accidental – [insert]

j. Unauthorised persons who have accessed data (if known) – [insert]
k. How incident was discovered – [insert]

l. Categories (eg customers, employees) and number of individuals:

i. affected – [insert]

ii. at risk of harm – [insert]

m. Security measures protecting data concerned (eg encryption) – [insert]

REASONS FOR DENIAL OF BREACH 

[insert] 

Digital signature: 

Date: [insert] 

DECISION REVIEW 

Name: [insert] 

Position: [insert] 

Decision confirmed (yes/no): [insert] 
Digital signature:  

Date: [insert] 

APPENDIX C 

Data Breach Incident Report 

(Escalation Notice) 

Pursuant to the Data Breach Response Plan, a data breach incident has been classified as medium or 
high risk and is hereby referred to you for management. Details of the breach are provided below. 

INCIDENT DETAILS 

a. Date and time breach identified – [insert]

b. Date and time breach occurred – [insert]

c. Whether breach is continuing – [insert]

d. Place of breach – [insert]
e. Records/files/systems/assets compromised (including volume) – [insert]

f. Data sets concerned (eg policy applications, customer payment details) – [insert]

g. Security classification of data concerned (ie public, confidential) – [insert]

h. How breach occurred – [insert]

i. Whether breach appears malicious or accidental – [insert]

j. Unauthorised persons who have accessed data (if known) – [insert]
k. How breach was discovered – [insert]

l. Categories (eg customers, employees) and number of individuals:

i. affected – [insert]

ii. at risk of harm – [insert]

m. Security measures protecting data concerned (eg encryption) – [insert]
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