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Flowchart 

The flowchart below shows the compliance process under the Data Breach Notification 
Scheme. Each step contains cross-references to paragraphs further below containing 
explanations of and commentary on the relevant requirements. 

DATA BREACH INCIDENT

Entity believes it is 
an “eligible data 
breach” (s 26WK(1)) 

Entity suspects it is 
an “eligible data 
breach” (s 26WH(1)) 

Assess whether it is 
an eligible data 
breach (s 26WH(2))

Exemptions 
Do any of the exemptions below apply?: 
 remedial action has avoided serious harm (s 26WF); 
 notification under My Health Records Act 2012 data

breach notification scheme (s 26WD);
 public interest exemption by Commissioner (s 26WQ);
 enforcement related activities (ss 26WN,WS);
 inconsistency with statutory secrecy provisions (ss WP, WT). 

SCHEME DOES 
NOT APPLY 

Prepare data breach statement 
Prepare data breach statement (s 26WK) 

Notify Commissioner 
Provide statement to Commissioner 
(s 26WK(2)(a)(ii))) 

Notify individuals 
Is it practicable to notify individuals 
directly? (s 26WL(2)) 

Provide statement using one of the 
following options (s 26WL(2)(a)-(b)): 
 if practicable, notify all individuals

concerned; or 
 if practicable, notify individuals at risk

of serious harm. 

Do the following (s 26WL(2)(c)):
 publish statement on website; and
 take reasonable steps to publicise

statement via other means (eg
notices in stores, social media). 

YES NO

NO

YES

YES NO

Flowchart – Data Breach Notification Scheme
(Privacy Act 1988, Part IIIC)
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 Key issues that a data breach incident response plan should address include processes 
and decision-making criteria regarding:  
 incident reporting;
 preliminary assessment;
 containment;
 gathering evidence;
 investigation and assessment;
 remedial measures;
 vulnerability elimination;
 resumption of operations;
 communications plan;
 notification (mandatory and voluntary);
 undelivered notices;
 notification of law enforcement and other authorities;
 notification of other affected entities;
 disciplinary action;
 post-incident review;
 documentation.

 For detailed guidance (including sample documents) on establishing a data breach 
incident management framework, including an incident management policy and incident 
response plan, see Data Breach Notification Scheme: Guide & Toolkit (Presidian Legal 
Publications, 2018). 

Assessment of suspected breach 

Where an entity has reasonable grounds to suspect (but does not yet believe) that an 
eligible data breach has occurred, it must carry out and complete a reasonable and 
expeditious assessment of whether there are reasonable grounds to believe this is so (the 
notification obligations will only be triggered if such grounds are believed to exist – see 
below). The entity must take all reasonable steps to ensure this is done within 30 days of 
the suspicion being aroused (s 26WH). 
 Despite the 30 day time frame, entities should seek to have the investigation completed 
in a significantly shorter period in order to be able to respond as quickly as possible if a 
breach is established as the risk of serious harm to individuals generally increases with 
time. Further, pursuant to the exemption under s 26WF (see below), if an entity takes 
prompt remedial action that avoids a risk of serious harm being caused, it will not be 
necessary to notify the Commissioner or individuals about the breach. Accordingly, 
entities should have processes in place to ensure prompt alerting and investigation of 
suspected breaches pursuant to a data breach incident response plan. 
 The Commissioner expects that the amount of time and resources expended on an 
assessment of a suspected breach to be proportionate to the likelihood of the breach and 
its apparent severity: OAIC, Assessing a suspected data breach (Dec 2017). 

[NOT PART OF PREVIEW]
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“Eligible data breach” 

The DBN Scheme applies in relation to an “eligible data breach”. Subject to limited 
exceptions, such a breach will occur if (s 26WE(2)): 
 there is unauthorised access to, or disclosure of, personal information (or if

information is lost in circumstances where this could occur); and
 a reasonable person would conclude that this would, or could, be “likely” to result

in “serious harm” to any of the individuals to whom the information relates.
 The scale and intent behind a breach is not relevant to whether a breach occurs. A 
breach may occur regardless of whether: 
 the affected records relate to a single individual or a large number of individuals;

and
 regardless of whether it was a result of an accidental employee error or a malicious

third party.
 Scale and intent are, however, relevant to determining how an entity should respond to 
and remediate a breach.  

Examples of how data breaches may arise include: 
 malicious third-party attacks, such as:

o a cyber-attack (eg through a browser vulnerability or malware being
downloaded by an employee), resulting in unauthorised access to a network
and copying of files;

o an unauthorised party obtaining an employee’s network login details and using
them to access and steal records; or

o theft of laptops, USB flash-drives or hardcopy files;
 employee or contractor errors, carelessness, negligence or theft, such as:

o loss of laptops, portable storage devices or hardcopy records;
o emailing or mailing documents to the wrong person;
o unauthorised modification of files;
o mis-configuration of website technical settings resulting in removal of access

restrictions; or
o theft of customer databases by employees;

 systemic data security failures, such as inadequate:
o software and hardware controls enabling sensitive files to be transferred to

non-secure portable storage devices; or
o staff training in data management procedures, resulting in known risks not

being avoided.

“Serious harm” 

In regard to the standard for assessing whether serious harm is likely, the Commissioner 
has indicated that (OAIC, Identifying eligible data breaches (Dec 2017)): 

a ‘reasonable person’ means a person in the entity’s position (rather than the position 
of an individual whose personal information was part of the data breach or any other 
person), who is properly informed, based on information immediately available or 
following reasonable inquiries or an assessment of the data breach. In general, entities 
are not expected to make external enquiries about the circumstances of each individual 
whose information is involved in the breach. 
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 “Serious harm” could include serious physical, psychological, emotional, economic and 
financial harm and serious harm to reputation. However, distress or being upset would 
not itself be sufficient, unless they would be considered to constitute serious harm by a 
reasonable person in the entity’s position: Explanatory Memorandum at [9]. 
 Serious harm will be “likely” if it is more probable than not, rather than possible: OAIC, 
Identifying eligible data breaches (Dec 2017).  
 In determining whether serious harm is likely, an entity must have regard to the 
following matters (s 26WG): 
 whether the kinds of information concerned are likely to cause harm if

compromised (eg ID documents, information used for ID verification, health
information, financial information etc);

 the sensitivity of the information (eg publicly available information will generally
be of low sensitivity whereas health information will be of high sensitivity);

 whether the information is protected by one or more security measures (eg
encryption) and, if so, the likelihood those measures could be overcome (eg de-
encrypted);

 the persons, or the kinds of persons, who have obtained, or who could obtain, the
information (eg colleagues at a work conference who find a lost briefcase vs a
malicious hacker);

 the nature of the potential harm (eg identity theft, financial loss, physical danger,
loss of reputation, humiliation etc);

 any other relevant matters.
 The Commissioner has indicated that other relevant factors to consider may include 
(OAIC, Identifying eligible data breaches (Dec 2017)): 
 the type of individuals concerned (eg whether they are vulnerable persons with

increased risks of harm);
 the number of individuals concerned, ie the scale of the breach (even if the risk of

harm is low, a large number of affected individuals means it is more likely that
some individuals will experience serious harm);

 the period of time since the breach was identified (the longer it is, the higher the
risk of harm as there has been more time for malicious use).

 If a breach has resulted from an error or accident with no malicious intent and the data 
has remained vulnerable for a period of time, but there is no evidence that it has been 
compromised (eg if sensitive files are left unencrypted on a server for several days before 
being noticed), it will generally be appropriate to conclude that there is no risk of serious 
harm, provided the vulnerability is promptly rectified: see generally OAIC, Identifying 
eligible data breaches (Dec 2017). [NOT PART OF PREVIEW]
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Data breach statement 

Duty to provide 

If an entity becomes aware that there are reasonable grounds to believe there has been an 
eligible data breach, it must prepare a data breach statement as soon as practicable after 
becoming so aware (s 26WK(2)).  

Contents of statement 

The Act specifies certain information that a data breach statement must contain. There is 
not, however, a prescribed form and, as such, an entity can draft the statement to suit its 
circumstances and to address any issues it considers appropriate and relevant. The 
information that a statement must contain are (s 26WK(3)): 
 The entity’s contact details – This can be general or dedicated contacts details for

the data breach.
 A description of the breach.

o The description of the breach should be sufficient to enable affected
individuals to assess the possible consequences and to take protective action.
This may include (OAIC, What to include in an eligible data breach statement
(Dec 2017) (“Statement Information Sheet”)):
- the date, or date range, of the unauthorised access or disclosure;
- the date the entity detected the data breach;
- the circumstances of the breach (eg known causes for it);
- who has obtained, or is likely to have obtained, access to the information;
- information about the steps the entity has taken to contain or remediate the
breach.

o In most cases, it will be sufficient to provide a general description of who has
accessed the information (eg “a former employee” or an “external third
party”). However, in some instances, it will be appropriate to name the person;
for example, where address information has been accidentally disclosed to
someone in a family violence situation: OAIC, Statement Information Sheet.

 The kinds of information concerned – The types of information involved should be
described by category, eg health information, driver’s licence number, credit card
information.

 Recommendations about steps that affected individuals should take in response to the
breach.
o Recommendations may be general in nature for all individuals, or specific to

particular individuals. Further, the recommendations should take into account
measures already taken by the entity so that individuals do not duplicate those
measures.

o Recommendations should address matters such as steps:
- to take to protect data from unauthorised access; and
- that individuals can take to protect themselves from harm, such as identity
theft.

o The Commissioner has provided the following example of recommendations
that might be provided (OAIC, Statement Information Sheet) – In relation to

[NOT PART OF PREVIEW]
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Sample statement 

A sample data breach statement is set out below.  

Sample Data Breach Statement 
[Letterhead] 

Notice of Data Breach 

15 July 2018 

Dear Customer 

We are contacting you in relation to a data breach that occurred in which your personal 
information was exposed.  

About the incident 

On 1 July 2018, we suffered a cyber-attack which resulted in an unknown third-party obtaining 
unauthorised access to a server on our network and making a copy of a customer database 
backup containing your personal information. The database contained client usernames, names, 
email addresses and addresses. The breach was discovered on 3 July 2018 and our data breach 
incident response plan was activated immediately. 

What is being done 

We have taken the following measures to contain the breach: 
 disconnected the compromised database server from our network;
 conducted an internal investigation of the breach to identify the cause and vulnerability;
 fixed the vulnerability through installation of a security patch;
 blacklisted the unauthorised party’s IP address;
 changed passwords for all administrator and other relevant user accounts;
 notified affected individuals;
 notified the Office of the Australian Information Commissioner and law enforcement

authorities;
 engaged an external fraud detection agency to monitor whether the database is published or

otherwise made available on the internet (if so, we will immediately issue takedown requests
to the relevant site operators or report them to authorities).

What you should do 

It is possible that, as a result of the breach, you may receive unsolicited emails requesting you 
to provide account details or other confidential personal information, to login to your account from 
a link provided in the email or to open an attachment. We urge you to exercise caution in how 
you handle any such messages. You should not respond to them, not click any links provided 
nor open any attachments to them (this may cause malware to be downloaded to your computer), 
even if it appears to be from a known sender. Legitimate businesses should never ask you to 
provide this type of information via email as it is not secure. 

We take data security very seriously and are taking every reasonable measure to ensure the 
security of our information systems. 

If you would like any further information about the incident, please contact us on our dedicated 
incident helpdesk on (02) 1234 5678 or assist@organisation.com.au. 

Your sincerely 

Chief Executive Officer 
Organisation Pty Ltd  
1 Organisation Road 
Sydney NSW 2000 

[NOT PART OF PREVIEW]
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Notification to Commissioner 

A copy of the data breach statement must be provided to the Commissioner as soon as 
practicable after the entity becomes aware of the breach (s 26WK(2)). What is a 
practicable timeframe will vary depending on the entity’s circumstances and the amount 
of time, effort or cost required to prepare the statement are relevant in determining this. 
The OAIC expects the statement to be provided to the Commissioner promptly, unless 
there are circumstances that reasonably hinder the entity’s ability to do so. If additional 
relevant information becomes available after submitting the statement, the entity may 
provide this to the Commissioner: OAIC, What to include in an eligible data breach 
statement (Dec 2017). 
 There is no requirement to notify the Commissioner prior to notifying individuals. 
Accordingly, an entity can opt to notify individuals before notifying the Commissioner: 
OAIC, Notifying individuals about an eligible data breach (Dec 2017). This may be 
appropriate where there is a high level of urgency and it is preferable to focus resources 
on notifying individuals as soon as possible. 
 The statement can be lodged with the Commissioner through an online form for data 
breach statements on the OAIC’s website. If an entity is unable to use the form, 
alternative arrangements can be made through the OAIC’s office. The form is divided 
into two parts. Part one (“Statement about an eligible data breach”) is for the information 
required to be provided in the data breach notice. It requires: 
 description of the breach;
 information involved in the breach (and contains tick boxes for the following

categories: financial details; tax file numbers; identity information; contact details;
health information; other sensitive information);

 recommended steps;
 other entities affected (optional).

 Part two (“Additional information”) is for additional details about the breach that the 
Commissioner encourages entities to provide voluntarily to assist the OAIC in 
understanding the breach and, as such, is optional. Further, technical details that are not 
relevant to provide in the data breach statement can be provided here. This part seeks the 
following types of information:  
 breach details (date of breach, date of discovery, primary cause, description of how

breach occurred, number of individuals concerned);
 action taken, or to be taken, to assist affected individuals;
 action taken, or to be taken, to prevent a reoccurrence;
 how individuals will be notified;
 any statutory exemptions (relating to enforcement bodies and secrecy provisions)

that may be applicable;
 any other authorities to which the breach has been reported.

 An entity can opt to provide the information on a confidential basis. This will be 
appropriate where, for example, it is necessary to protect commercially or operationally 
sensitive information. The OAIC has indicated that, if the Commissioner receives a 
freedom of information request for a notification statement or additional supporting 
information, the Commissioner will consult with the entity that made the notification 
before responding. As a matter of course, the Commissioner will offer to transfer any 

[NOT PART OF PREVIEW]
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FOI requests relating to agencies to the agencies in question: OAIC, Australian 
Information Commissioner’s role in the NDB scheme (Dec 2017). 

Notification to individuals 

The entity must notify the contents of the data breach statement to the individuals 
concerned. The Commissioner “generally expects entities to expeditiously notify 
individuals at risk of serious harm about an eligible data breach unless cost, time, and 
effort are excessively prohibitive in all the circumstances”: OAIC, Notifying individuals 
about an eligible data breach (Dec 2017). 
 There are three methods by which notification may be provided, depending on the 
circumstances (s 26WL(2)). 

(a) Notify all individuals concerned – If it is practicable to notify each individual 
whose personal information was part of the breach, the entity must take reasonable 
steps to do so; 

(b) Notify individuals at risk of serious harm – If it is practicable to notify each 
individual who is at risk of serious harm from the breach, the entity must take 
reasonable steps to do so; or 

(c) Publicise data breach statement – If direct notification is not practicable (eg where 
the entity does not have up-to-date contact details), the entity must publish the 
statement on its website (if it has one) and take reasonable steps to publicise the 
statement (eg via prominent notices in stores, a social media post or advertisements 
in print or online media). 

 Accordingly, if providing direct notice to individuals, an entity has discretion to notify 
either each affected individual or only individuals deemed to be at risk of serious harm. 
This provides flexibility in responding to breaches. For example, in some cases it may 
be impracticable for an entity to consider the circumstances of each affected individual 
to determine which individuals are at risk and those who are not. In these circumstances, 
notifying the entire cohort of affected individuals may be appropriate. In other cases, it 
may be practicable for an entity to determine with a high degree of confidence that only 
some individuals from a broader group are at risk, meaning that notification to the 
broader group may not be necessary to mitigate harm: Explanatory Memorandum at [16]. 
An example provided by the Commissioner to demonstrate this is if a hacker intercepts 
customer purchase details on a business’s website where some of the customers provide 
only basic details, whereas others provide credit card details. The business may conclude 
that only the customers who provided credit card details are at serious risk of harm and 
therefore only they need to be notified. A key benefit of this targeted approach is that it 
enables unnecessary alarm and distress to individuals who are not at risk to be avoided. 
 The Commissioner has indicated that determining what is “practicable” under options 
(a) and (b) above requires “a consideration of the time, effort, and cost of notifying 
individuals at risk of serious harm in a particular manner. These factors should be 
considered in light of the capabilities and capacity of the entity”: OAIC, Notifying 
individuals about an eligible data breach (Dec 2017) (“Notification Information Sheet”). 
 An entity can use any method, or methods, to notify individuals (eg email, phone, SMS, 
mail, in-person) (s 26WL(4)). However, the method, or methods, must be reasonable. In 
determining this, the entity should consider the likelihood that the individuals concerned 
will become aware of, and understand, the notification and weigh this against the 
resources involved in undertaking notification: OAIC, Notification Information Sheet. 
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